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Introduction

This guide provides an overview of GE PulseNET operations—describing its purpose, explaining key
concepts, and providing instructions for basic operations.

What is GE PulseNET?

GE PulseNET is a software application used for monitoring devices in Industrial Communications
networks. Each device that GE PulseNET monitors serves a specific function in the network.
These functions may include acting as a bridge, router, access point/base station, or
remote/subscriber. The devices can be widely dispersed geographically and are able to operate
with different bandwidths, depending on radio type and frequency. For additional information
on specific Industrial Communications products, refer to the GE MDS website.

GE PulseNET Standard edition is intended for small-scale operations with a need to monitor up
to 500 devices. GE PulseNET Enterprise edition is intended for large-scale operations with a
need to monitor 25,000+ devices.

How Does GE PulseNET Work?

For GE PulseNET to be used to monitor devices, an administrator must first perform a few steps.
The Administration Guide gives information on how to perform these tasks.

1. Acquire a license for the number of devices to be monitored
2. Perform discovery on the network to locate the supported devices to be monitored
3. Authorize the devices to be monitored

Authorizing a device will permanently link the device serial number to a GE PulseNET license.
The maximum number of devices that can be authorized is limited by the monitoring capacity of
the GE license. See “Working with Licenses” in the Administration Guide for more information.

After the devices are authorized for monitoring, GE PulseNET begins polling those devices for
configuration, availability, and performance data.

As GE PulseNET monitors the devices, alerts may be raised if any of the devices are having
problems. The thresholds that trigger those alerts are set by configuring GE PulseNET rules.
Alerts may also be generated if the license is approaching its expiration date or if the GE
PulseNET host server is filling its available disk space, for example. For more information, see
“Rules and Notifications” in the Administration Guide.
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Understanding GE PulseNET Roles

Operators are responsible for tracking the status of the devices that the system is monitoring.
Operators have access to a restricted set of dashboards. The User Guide explains the tasks that
operators can accomplish.

Administrators control the overall functionality of the system and provide support for operators.
Administrators have a number of responsibilities including creating users, requesting and
installing licenses, requesting GE support, and managing system settings, schedules, and the
sample frequency of data collection. The Administration Guide explains the specialized tasks
that administrators can accomplish.

GE PulseNET Documentation

Release Notes
The Release Notes provide:

e A list of new and updated features
e \Workarounds for any known issues
e |ate-breaking news about the software

Consult this document first, because it may contain updates to information and procedures
described in the other GE PulseNET documents.

Installation Guide
The Installation Guide includes:

e Installation prerequisites, system recommendations, and planning guidelines
e Instructions for installing and configuring GE PulseNET on all supported platforms

User Guide
The User Guide provides basic navigation and operation information that all users, especially
those with the operator role, will need to effectively use GE PulseNET.

e Anoverview of GE PulseNET, describing its purpose, explaining key concepts, and
providing instructions for basic navigation

Basic navigation and dashboard overview

Working with time ranges, charts, and tables

Managing and monitoring devices, including device detail views

Creating and scheduling reports and dealing with alerts

Administration Guide
The Administration Guide is intended to help those with the administrator role configure and
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manage the GE PulseNET system. This guide provides instructions on how to perform
administrative tasks such as:

Creating and managing users

Requesting and installing licenses

Configuring email settings and user access methods
Creating report schedules and setting rule thresholds
Setting the polling frequency for data collection
Discovering and authorizing devices for monitoring
Requesting GE support

Getting Started

This chapter provides instructions for logging in to GE PulseNET, describes the first dashboard
seen, and how to navigate the GE PulseNET browser interface.
Perform these steps before following the instructions in this chapter:

e Obtain a GE PulseNET username and password from the Administrator
e FEnsure the Web browser has JavaScript functionality enabled

Logging in to GE PulseNET
NOTE: Before logging in, the GE PulseNET services must be running.

To log in to GE PulseNET using a Web browser:

1. Open a Web browser (for a list of supported browsers, see the Installation Guide).

2. Navigate to a URL with the following syntax: http://<hostname>:<port>/ where
<hostname> is the name of the machine that has a running instance of GE PulseNET and
<port>isthe HTTP or HTTPS port specified during installation (the defaults are 8080 and

8443).
3. Onthe login screen that appears, enter the Username and Password.
4. Click Login.
MDS|PulseNET

Chanae Password
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Operator users are automatically taken to the Summary dashboard.

The appearance of GE PulseNET and the dashboards available will vary depending on the role
and permissions assigned. Administrators can access all menus, while Operators have access
to a restricted set of dashboards, based on the permissions they have been granted.

Screen Resolution:

The recommended screen resolution is 1920x1080. The minimum supported resolution for
PulseNET is 1024 x 768. Any resolution lower than this will cause the page to not display
correctly. If an error message appears while on a higher resolution, please increase the size of
the browser.

Navigating GE PulseNET

This section describes basic GE PulseNET navigation. GE PulseNET is designed to display
dynamic data that is updated regularly. For this reason, we recommend avoiding the browser
navigation buttons, because this may display cached views or result in an error message. Use
the links in the Navigation Panel and main display or the breadcrumb trail instead.

Using the Navigation Panel
Use the Navigation Panel at the upper left edge of the display to move between dashboards.

Administration
Reports

Alerts
Summary
Documentation

Host & Service Monitoring

This panel lists the dashboards that are available based on the assigned role. The = icon will
hide the navigation panel when it is not needed. Click on a dashboard (such as Documentation)
to bring it up in the display area.

Using the Breadcrumb Trail

[l Administration » Change Management > Change Requests

The name of the current dashboard is displayed in bold at the top of the dashboard, at the end
of a path called the breadcrumb trail. When moving directly from one dashboard to another, the
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names of the previous dashboards are displayed in order.

Use the links in the breadcrumb trail to return to previously viewed dashboards in a workflow
or series of drilldowns, rather than using the browser’'s back button.

Using Drilldowns and Popups

Use the graphic and text links in views to drill down to additional details that can help diagnose
problems. Depending on the link, it will either drill down to a different dashboard or to a smaller
view called a popup that hovers above the dashboard currently being viewed.

Selecting the Time Range

GE PulseNET controls the time range displayed using a menu called a “zonar.” The time range
is available on most dashboards and views.

Last 4 Hours iz

Time Range
The time range in the upper right corner of a dashboard indicates the current time period for all
the views on the page. The default setting is the last 4 hours. Changing the time range in a
dashboard typically affects the range of data points that are displayed on the dashboard. Select
a preconfigured time range, or click Custom Range to access the Timeline and Calendar options,
which will allow for specifying a custom range.

Select a range

Mon, 29 Jul 2024 13:42 PM

Last Hour

( Last 4 Hours

) Last 8 Hours
Last 24 Hours
Last 48 Hours
Last 72 Hours
Today
Yesterday
Current Week
Last Week D
Current Month

Last Month

Custom Range

e “
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Working with Tables

It is possible to sort, filter, and search the data in a table if these functions are enabled on the
table. If a table is sortable, change how the data is sorted by clicking any column heading. A
down arrow icon indicates descending order, while an up arrow icon indicates ascending order.

Filtering Results by Values in a Column

Search fields are provided for each column at the top of every tabular display. Use these fields
to search for any value, and the tabular display will be filtered to show only those rows that
match the value entered. See the Appendix for a list of valid regular expressions.

Server % Health Name 4
Contains... Q v Contains...
v pndemo-e2etechinc-com v/ Contains

pndemo-e2etechinc-com  Starts with

pndemo-e2etechinc-com  Matches regular expression

Working with Columns

To enable and disable columns that will be displayed in the table, click the =
Customizer icon at the upper right corner of the table and select Show Columns.

Select the column to add or remove from Summary. Drag to reorder.

To export the table:

1. Atthe top right of the table, click the = ~Collapsed Menu icon.
2. Inthe popup that appears, select Export. Choose the file type to export, PDF or CSV.
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Working with Graphs

Using the Zoom Controls

Click the @ © jcons above a graph to zoom in or out on the currently selected range.

Click the Q icon to enable Selection Zoom mode:

1. Position the mouse cursor inside the X/Y axis of the graph. Click and drag the shaded area
across the graph to the end of the area that will be enlarged.
2. The graph will be redrawn displaying only the data points in the area selected.

It is possible to zoom into graph data multiple times if needed.

Click the ¥ icon to enable Panning Mode. While zoomed into a graph, click and drag to
navigate along the time range.

Click the ™ icon to restore a graph to default settings after zooming.

Exporting the Graph

To export the graph:

1. Atthe top right of the graph, click the = ~ Customizer icon.

2. Inthe popup that appears, select Export. Choose the file type to export, SVG, PNG, or CSV.
oM A=

Response Time Download SVG

5.00
Download PNG

4.00 Download CSV

3.00

ms

200

- /" \.

0.00

10:00 11:00 12:00 13:00
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Selecting the Device Group - [Enterprise Only]

Devices shown in the Summary dashboard can be selected either using a Device Group or a
Device Filter. For more information about defining device groups or filters, see the GE PulseNET
Administration Guide.

The number of device groups or filters is shown in the lower right corner of the dropdown menu,
and once a device group has been chosen it will list which devices are part of that group by

clicking the > play button at the right of the selection field.
When a device group or filter has been chosen, the Summary dashboard will include only the

devices which match the selected filter.

N Summary

Device Group v Production v >

User Preference

The User Preference menu is accessible from the user dropdown in the top-right

corner.
g
A
A

It allows for the modification of user-specific settings such as password change,
desired system units for temperature and measurements, and how the time range

zonar will be set on login.
User Preferences

Temperature » Distance »

°F v Inch ~
Summary Time Range Value » Device Details Time Range Value «

4 Hours ~ 4 Hours ~
Audit Logs Time Range Value » Alerts Time Range Value =

4 Hours ~ 4 Hours ~
Theme

light ~

Cancel
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Working with GE PulseNET

The GE PulseNET monitoring dashboards display data collected from the monitored
environment and allow viewing of this data in various formats and levels of detail. This
chapter describes the GE PulseNET monitoring dashboards and workflows.

Summary Dashboard

As an Operator, the first dashboard seen when logging in to the system is the Summary
dashboard. The Summary dashboard automatically refreshes every three minutes.

The Summary dashboard has three tabs: the Schematic Tab, the Summary Tab, and the
Topology Explorer Tab.

Schematic Tab

The Schematic tab displays a block diagram of the industrial communications infrastructure. It
presents a snapshot of the state of all the devices in the network, and the square tiles represent
the position that specific devices hold in the communication path.

The network devices are typically connected to various applications that receive and process
data, and this is represented by the Applications on the left side of the Schematic tab.

GE PulseNET can identify device roles that include collection points, remote or subscriber
devices, access points or base stations, backhaul devices, and other LAN devices. Snap- shots
for specific device types are only displayed if the network includes devices of those types.

p \
1~£’l' Avail. 771%
== Count35

APs/Masters

[ < & @

i 1 15 0
. s

The snapshot views on the Schematic tab provide information about the state of all of the
devices of a particular type. The percentage value on each snapshot indicates the average
availability of all monitored devices of that type during the currently configured time range.

In the center of each snapshot, under the heading, is a count that indicates the number of devices
of that type. Clicking the label or the Device icon on the left side of the snapshot will open the
Summary tab and display information about all devices of that type.
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Toward the bottom of each snapshot, there are three Alert 0fatal, @ critical, and & warning.
Below each is the number of alerts of that severity that exists in the device group. Clicking an
Alerticon or number will open the Summary tab and display information about the type of alert.

In addition, there is a GE PulseNET Host tile in the lower left corner of the Schematic display.
This tile shows a performance snapshot of the GE PulseNET machine itself. Click the label or
icon to drill into the machine Performance Summary dashboard.

[l Hosta Service Monitoring

© Veriical Criontation - Harizental Crientation 11-03-2024 G2:13:48 P 11-04-2024 02:1345 P 1)
Sarver ¢ Health  Name = St Aetive
Gontains, Q ~  Contains Q  Contains. Q B~

e B

°
L] A
© )
® B o
[ —— ® Runring e
PUEVEY <., ot o Top ey S St 2
Host Prdeme-e2eleching-com
[CICHoRLE. [CICICRLE, o
CPU Utilization Memeory Utilization
" I . i
#* I * !
l 1]
AT -l R NWIIER
oadhmn= Doadl fn=
.
& 3
BEE o e @ e | N304 2 Inmmnaingian |16 AL RIGHIS HESFRVHD | Gontact s | Anait

The Performance Summary dashboard displays a historical view of the system resources being
used on the GE PulseNET server. This can be especially useful for troubleshooting issues with
application, operating system, or hardware performance.
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Summary Tab

Click the Summary tab to open this view. The Summary display has two sections: the Device
Type Health View at the top and the Summary Table at the bottom. Click the Device Type icon

on the left or the title of the snapshot to navigate to the Summary tab from any of the device

snapshots on the Schematic tab of the Summary dashboard.

[ Summary
Deuioe Group

v Production v .

Schematic  Summary  Topology Explarer

= 232 3|l 35 (| & 31
P p— e

e olafo|[s]eTaTe|[mroTae|[s]e ] =

Pem—

Equals.. ~ Contains, aQ Contains. a Contains, Q min max min max Contains..
] EZE Lab - 9705 INET-1 900 2080705 1 10.14.0.420
] EZE Lab - 8327 INET-1 800 2588327 1 1011.0.140
o EZE Lab - 2628 INET-11 900 2072628 2 10.11.0.151
] RO 08 Cluster 1231048,121018 0 1325 10114
o RC1 TrangNET 900 Clugter 1231030,1231000 [ 10111
L] White-Butte-0311152.LRS 140 FreeWave 11C 931152 2 2378 10.80.0.20
@ Veal- 9363468 LIRS 140 Freewave 11C 0363468 ‘4 Z37E  10.80.0.20
o RC2 X790 Cluster 1231006,1231012 ] 2407 10412
] 024 soz 1231024 a 2407 10115
o 1036 X790 1239036 [ 2007 10447
] TomZ Mercury 800 2008158 2 10110158
o 1042 50 Master Stati 1239042 [ 2407 10148
L] Freewave WP201-10 FreeWave WPZ01 00072720 0c-13 o 10.80.0.10
e wivzes MDS WIYZ Cateuiay 2332260 o 1011088
) Radwin 5000 - Base 1 10.80.0.130
e 4RF Base.Lab ASR+ R1310005108 o 10.11.0.60
& MDPL-8YS2 Orbit MDPL-LN1 3588662 o 10.15.84.36
& Catowsy - 113 FreeWave Z8-PE 4026747089 o 10.80.0.113
o LNMS-Site1 it MPRL-LNG ETESTT2 1 10.11.051
< Brandon-Lab Orbit MCR-LNG wiith 4G 2733852 1 10.11.0.53
L] 1012508 ATEW-DO BOE4012T L] 1338 1012508
e 1012507 XT EW-DO 353220027117652 o 2402 10.4250.7
] FWHTF-AF FrecWave HTFlus 01:00-B0:00-00:12 o 1346 1080012
@ EQT St 2R INET.1 800 2320301 1 10.11.0.181

Device Type Hea iew
ype Health V
[ Summary
Device Group ~ Production v >
Schematic  Summary Topology Explorer

sy Trang =

‘ ‘ g

i
‘ [ [

Last4 Hours E

Lass Pl Timg + e + Canacuwn Nan apalogy ¢
From F ® £ Eowls. >~ Coneins Q

05-22-0024 00:51:50.AM -] &
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The Device Type Health view is located toward the top of the Summary tab. This view provides

a tile for each kind of device in the communication path. Certain tiles are only displayed if those

types of devices exist in the network.
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Each tile summarizes the health information for the corresponding device type. Click the device

icon at the upper left of a tile or the total number of devices at the upper-right of a tile to view
a list of all the corresponding devices in the selected device group. For example, click the
AP/Masters icon to see information on each of the access point or master radios. The list is

displayed in the Summary Table in the bottom half of the tab.

Toward the bottom of each tile, there are four Device Health ofatal, @ critical, & warning, and

@ normal. Below each icon is the number of devices in that state of health for the corresponding
device type. Click a Device Health icon to view a list of the devices with that state of health in

the Summary Table. For example, click the & warning icon under Remotes/Subscribers to show
the remote devices with this health level. This can aid in troubleshooting those specific devices.

Summary Table

The Summary Table is located toward the bottom of the Summary screen. The Summary Table

has two tabs: the Devices tab and the Alerts tab.

Devices Tab
The Devices tab displays a list of devices and provides configuration information, such as the

name, location, and IP address, along with some additional metrics of interest.

Dev

ees Aleris

s + Cavios isplay Name + Cavica Madel + Sarial Nurrber ¢
Enuals ~ a Q Contsis.

e Lab Norih Orbit ECR4G 2753804

'] Hatapot Ot MCR-AG Wit Enhanced WF 3475085

® Wenue Remts 0021 08.00:05:60
° o Lz 830806005065
© NDL_A Ganeric statsnaneest
L) Base Siaton Gensric 00:40.94 36:27 %8
© Grafpeint AER 1600 Upians AP Generic 003044215239
) Racket 15 AP Ubiquit 4.8 aTotBeen
© Nanobsem Ubiquit DAtB AR A2
o 2838218

: 2053884
© Ubiquit 00:1:32:20:86:25
& ot Ortit MCR-3G with Wik 2500481
o ot Ortit ECR-AG wih WiFl 2016613
) 1S EntraNat Gansric 00:06:36:07:45:83
o EnimNET AP-1 Generic 00;08 ek 00 e il
(<] Cleco FOCTOS¥IND
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© 101010 1GMP Gy 10.11.0.10

The Devices tab refreshes automatically every three minutes.
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Click any text item in the first few columns to navigate to the Detail view for that device. For
more information, see Detail Views.

Status Column

The Status column on the far left shows the current alert status for the device. The

status icons (including O tatal, € critical, &warning, or Qnormal) represents the

current health of the device. They indicate any outstanding, active or uncleared

alerts.
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Availability Column

The Availability column is an image indicating the trend of the availability over the
current time period (default is 4 hours) and NOT a graph of data points. The
percentage indicates the current availability of the device, i.e. 100% indicates the
device is up whereas 0% indicates the device is down. The trending graph is not
an actual graph but an indicator of the trend. For example, it can indicate that the
device has been available but is currently unavailable. Or the device was
unavailable but is now available. Another indication can be the device was
unavailable for a period of time but has returned to being available. To view the
actual data points over the time period, click the image.

Last Poll Column

The Last Poll column shows the last time GE PulseNET attempted a configuration
or performance collection for the device. Hover over or click any metric value to
see a graph that plots the selected metric across the time range selected.

Response Time Avg(ms) Column

For Dlink master devices, the Current and Average Remotes Count values
represent the total current and average number of devices that are downstream
from the master, whether connected directly or indirectly. For SNMP access points,
the Current and Average Remotes Count values represent the current and average
number of devices that are directly associated to that access point.

When GE PulseNET is monitoring Dlink devices passively, Response Time is not collected.

Health Column

The Health Column on the far right shows the historical alert status of the device,
including but not limited to the current status. The alert icons (including O fatal,
© critical, & warning, or Qnormal) represent the most severe historical health
status of the device over the current time period. By hovering or clicking on the
icon, the health history is displayed in graphical form showing the time range
currently being viewed (the default period is 4 hours).

Clicking on the individual Health History icon will open a dialog box that will display the
outstanding alerts for that device. From this dialog box, acknowledge and clear the alerts.
For information about acknowledging and clearing alerts, see Working with Alert
Details.
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Topology Column
The last column in each row is a link to the Topology Viewer. For more
information, see Topology Viewer Icon.

Alerts Tab

The Alerts tab lists outstanding alerts for the currently displayed device type or a specific device
in a workflow. For example, clicking a Warning health icon on the Access Points tile will list all
outstanding Warning-level alerts for the access points that are being monitored.

For each alert in the list, the Alerts display provides the following information:

An Alert icon that represents the severity ofatat, @ critical, & warning) of the alert
The name of the device for which the alert was raised

The time at which the alert was raised

Whether the alert has been acknowledged

Whether the alert has been cleared, and if so, the time it was cleared

The alert message

On the Alerts tab, select one or more alerts in the table and either Acknowledge or Clear them.

i © 10341004 X x
i & omit ech service x x
i 2 x x

Click any value in an alert row to open the Alert details dialog box. For more information, see
the Working with Alert Details section below.

For an overview of all device and host alerts, visit the Alerts Management Dashboard from the
left-side main navigation menu. For more information about the Alerts Management Dashboard,
see Alerts Dashboard.
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Working with Custom Data Fields

GE PulseNET allows Admins to create custom data fields for devices that can be viewed,
filtered, and sorted on the Device Summary page. For more information about creating Custom
Data Fields, see the Custom Data Configuration section of the Admin Guide.

[1 Summary @
Devics Group ~  Production ~ e N-04-2024 07:23:48 AW 11-04-2024 11:2348 A0 [

Schematic  Summary  Topolagy Explorer

= 23| &2 3 35 || & 31

B Rermotes

e o||e ol|s o o|[e]e °

Devices  Alerte

Stalis + Jegiay Narme = Device Model = Seral Number & P Address + ity Trend & Response Tine (ms) = Last Pall Time = Health & Topology = Gate Code +

Equal v Q  Contains. Q  conains o  min max From 2 © = Fom 2 = Equis - 54321 a x

L] Lab Narth Orbit ECRAG 2753884 63.43.208.251 S i) 11042024 11:21:34 AM @ & 54321

To Sort and Filter Custom Data Fields:

1. Navigate to the Summary page.

2. Ensure that the desired Custom Data Fields are selected for display in the column
selector.

3. To sort and reverse sort the contents of the custom data field column, click on the
column header.

4. To filter the contents of the custom data field column, type search criteria into the filter

field located in the column header.

Alert Created at Nov 4, 2024 (Mon)

e
Device Name P Address
Orbit 10.11.0.252
Device Madel Rule
Orbit MCR-36 with WiFi Orbit - Cerlificate Renewal Validation
Mes: Help
Status of certificates for Orbit ‘Orbit could not be retrieved. Error renewing client certificates. Chack SNMP Service log for detells
History  Notes
Acknowledged info Clear info
Sev.. CreatedTi. : TimeClear . : Duration = Status By User ¢ Status = By User =
v 5 B ® B  Contain Q  Equals. ~ Gontain Q Equals. v  Contain O,
11-04-2024 11.34 hours x X
@ 11032024 11.04-2024 1 days b 4 v
Cancel Acknowledge Acknowledge Until Normal Clear Find Historic Occurrences
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Working with Alert Details

In the Alert details dialog box, the following actions can be performed:

Acknowledge — Once an alert has been acknowledged, the By User column shows the
GE PulseNET user who acknowledged the alert. If an acknowledged alert fires again at
a later time (usually because the condition has occurred again), the Acknowledged Info
column will show that the new condition is unacknowledged.

Acknowledge Until Normal — This option is available for alerts that have not yet been
cleared. The alert and all consecutive alerts fired by the same rule on the same object are
acknowledged until the first alert fired after the alert source returns to a normal state.
Select the alert and then click Acknowledge Until Normal. Acknowledged Until Normal
and the related user name will appear in the Acknowledged Info column.

Clear — In most cases, each alert is cleared automatically when the condition that
triggered it is resolved. For example, an alert fires when a metric for a monitored device
exceeds a certain threshold. If the metric value returns to within normal range, the
original alert is cleared automatically. If the alert condition occurs again, the alert
reappears.

Only clear alerts when they do not clear themselves. Clear an alert by clicking the Clear
button. If the alerts list is set to show only current alerts, the cleared alerts are filtered
from the list. If the list is filtered to show cleared alerts too, then cleared alerts will also
appear with a green checkmark icon.

Find Historical Occurrences — Click Find Historical Occurrences to open the Alert Historic
Occurrences view. This view displays the historical occurrences of an alert, starting from
the beginning of the current time range. Use << Get More and Get More >> to scroll
through more historical occurrences. (If there are 15 or fewer historical occurrences, Get
More links are not provided.)

Cancel — Click Cancel to close the Alert Details dialog box.
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Topology Explorer Tab

The Topology Explorer is a way to represent a logical hierarchy of connected devices.

Displaying the Logical Device Hierarchy

1. From the Summary dashboard, click the Topology Explorer tab.

2. Click Select Devices.

3. Inthe Selection dialog box that appears, select one or more devices from the list.
4. Click Map.

The devices and any associated downstream devices are displayed in a tree view.

Schematic  Summary  Topology Explorer

h Select Devices

© TreeView  GIS Map

1006

)
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R
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e,
= Remote
71 c Chance-9363425-LRS140
rdke
= Remote
“g; Veal-0363468-LRS140 o Jonesville-8670308-LR...
A = i%
AccessPoint o Besler-8670288-LRS140 Remote
N
= Remote @ Bison-8670531-LRS140
=
= Remote
V1 € Sherman-Hill-9363337-...
ke
= Remote
= ) = i 1 i [V Schwartz Test
““;L" David o David “Q_ﬁf GX450 Site4 =y chwartz Tes
\ 2 ] .
AccessPoint = Remote AccessPoint LANDevice

Alternate between the Minimized and Normal zoom levels using the Zoom Level controls at the
top right of the tree view. The Minimized view only shows each device's name and type icon,
while the Normal view includes information on the device's current availability. The more
devices selected, the larger the mini-map to view all selected devices becomes. Click within the
mini-map and drag the shaded rectangle to pan around the topology diagram.

Hover the cursor over a device to view its configuration details. Click a device to navigate to its
Detail view. For more information, see Detail Views below.
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Setting Device Parent

Any device can be added as a parent device. This allows manual control over
topology and connected remotes.

1. On the Device Detail display for any device, click the Gear % jcon

near the top right corner and select Set Parent.

i &
Trigger Config Collection
Trigger Performance Collection
Trigger Device Backup

Trigger Compliance Check

Move to Staging

Enter Maintenance

Set Parent

Decommission

Configure SSH

2. In the Device Selector window, select the parent device for the current
device.

Device Selector

€3 ResetAll Filters [0 AddiRemove Columns

Device Name IP Address = Serial Number Active Firmware Image @

10.11.015

EngineeringS1

0o COoCCCREIOCOCOOCOQOQ

Select Cancel

3. Once the device is set as the parent, it will be shown in the connected
remotes tab and the Topology View. The link will have a dotted line and
the endpoint will be purple.
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i Topology Viewer [
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Note: Best practice is to allow PulseNET to programmatically connect endpoints. In
certain cases this cannot be done through PulseNET this option allows you to manage
those devices.

Displaying the Topology on a GIS Map - [Enterprise Only]

[ Summary

Device Group v Production v >

Schematic Summary  Topology Explorer

L Select Devices

Tree View| @ GIS Map

With Enterprise it is possible to display the network topology on a GIS map. To use the GIS
mapping feature, the computer that will be used to view the GIS map must be able to access
maps.google.com. After selecting devices and displaying the logical hierarchy as explained
above, click Render On and choose GIS Map from the dropdown menu.

The GIS map is useful for observing the exact geographical location of devices and for assessing
whether terrain or the location of man-made structures in the vicinity may be interfering with
the performance of a device. To see the street view with terrain

features, click the Terrain checkbox. To see a satellite map, click Satellite and select whether
map labels will be displayed.

Click a device to view summary information about the device in a popup box. Click the name of
the device on that dialog box to navigate to the Detail view for the device. For information about
Detail views, see Detail Views below.

If the selected devices do not have GPS coordinates in the GE PulseNET database, a message
will appear at the bottom of the map that there is no GPS information for one or more devices.
Add the location data of the devices to the GIS map in one of two ways:
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1. Zoom in to find the exact location on the map for one of the devices. Right click and select
the device from the popup that appears. This will enter the GPS coordinates at the cursor
location into the GE PulseNET database for that device.

2. Click the name of one of the devices listed at the bottom of the view. Enter the desired
GPS coordinates and click Save.

Once the device's GPS coordinates are in GE PulseNET, it is possible to edit those coordinates
by clicking the device icon on the GIS map and clicking the edit icon to the right of the GPS
coordinates field. The GPS coordinates editor also allows removal of GPS coordinates from that
device by clicking Remove GPS Coordinates.

Detail Views

The Detail view provides the configuration, availability, and performance details for a device. It
checks for new data every three minutes and refreshes when new data is available. Much of the
information provided on the Detail view depends on the time range setting. For example, if the
time range is changed, then the performance graphs will reflect statistics for those values that
were collected during that specific time interval.

Device Display Panels

The Detail view is divided into two panels: the Summary panel at the top of the view and the
tabbed Metrics panel below.

The Summary panel displays configuration information for the device, such as the IP address,
serial number, and last poll time. Most of this information is obtained by reading values from
the devices themselves.

Device Contact Tech Line 2 GPS Status Nofix
IP Address 63.43.208.251 GPS Position [# Uptime 13 days 22 hours 36 minutes 21 seconds
Serial Number 2693708 Location Saint Paul MN Last Poll Time 11-04-2024 12:32:55 PM

Description GE MDS Orbit SNMP Agent Device Name Lab-Orbit-1 Last Config Poll 11-04-2024 12:39:55 PM

The Metrics panel for a device will include some or all of the following tabs: Performance, Device
Configuration, Remotes Connected, Network Interfaces, Alerts, Change Diary, Audit Log and
Syslog.
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The Performance tab provides a number of metrics and graphs that pertain to the performance

of the device.

fom  Networklnferfscss  Device Configurstion  Cerlficales  CustomDula  Aleris  AuditLog  Chenge Diary
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When hovering the cursor over a particular metric on a chart, it will show the exact value for
that data point. Change a chart from one type to another to view the displayed information in a
different format or zoom into a chart. For more information, see Working with Graphs.

ICMP Only View

Devices discovered using the PulseNET Device Monitor (ICMP Only) will display the following

metrics in the Device Detail View.

mmary > Device Details
.11.0.1 (ICMP Only) («

Environment: Production

Filter: Production

4 & ©

Mar 21, 2023 (Tue) 02:44 PM - 03:44 PM 60 minutes »

Owner 10.11.0.4 1P Address 10.11.01

Last Poll

03-21-2023 034150 PM

Performance | Alerts | AuditLog = Change Diary

Availability

100 D S T S S ¥

20

40

Response Time

0
14:45 15:00 15:16 15:30 14:45

15:15 15:30
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Network Interfaces Tab
The Network Interfaces tab displays a list of network interfaces that are configured on the

device, and it provides information about each interface.

Performance  System  Network Interfaces  Device Configuration  CustomData  Alerts  AuditLog  Change Diary

Interface Name * Admin Status ¢ Operator Status < Throughput In (B/s) + Throughput Out (B/s) ¢ Errors In (c¢/s) & Errors Out (c/s) + MAC Address = Interface Type +
Contains. Q Equals... ~ Equals... N min max min max min max min max Contains... Q Equals... ~

Bridge 9r db 0 0 0 0 00:06:3d:09:84:b3  Other

ETH1 T 0 ] 0 0  00:06:3d:09:94:b3 Ethernet

Cell ar T 0 0 0 0  00:00:00:00:00:00  Cellular

ETH2 T 00:06:3d:09:94:b3 Ethernet

ETH3 qr 00:06:3d:09:94b3  Ethernet

ETH4 T 00:06:3d:09:94:b3 Ethernet

Wi-Fi T 00:06:3d:09:94:b4 Wireless

For each network interface listed, the tab provides the following information if it is available
from the device. Some devices provide more interface metrics than others.

The name of the network interface

The status (admin and operational) of the network interface
The min and max throughputin

The min and max throughput out

The min and max errors in

The min and max errors out

The MAC address of the network interface

The type of network interface

Hover the cursor over any metric value to see a chart that plots the metric over a specificinterval.
The time over which any metric is plotted on a chart depends on the time range setting.
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Device Configuration Tab

The Device Configuration tab provides configuration information collected directly from a device
based on the collection schedule that has been configured (see “Collection Schedules” in the
Administration Guide for additional information).

Performance  System  Network Interfaces  Device Configuration ~ Custom Data  Alerts  AuditLog  Change Diary

Firmware Version (Image1 / Image2) [ ]9.6.4/[+9.6.11 SSH User admin
Core Serial Number 2712428 GPS Heading 0°
Production Config MXCTAGPNWS51N1S3FDNUNN GPS Speed 0 mph
System GUID 00102200000000000200000000291A4C GPS Time
Last Device Backup Time - Last Device Backup Status
Cell  Wi-Fi
Access Point Name Mw01.VZWSTATIC
Software Version 1.0.0
Mobile Directory Number 6124996920 IMEI 359225051128627
SIM Card ID 89148000004545817929 Imsi 311480453765566
Cell Modem Type 4G XLTE NA
Cell Modem Package Version 1.03

If a device is configured to allow communication through Telnet, SSH, or HTTP, the Device
Configuration tab provides access to the device through a corresponding link, located toward
the bottom left of the tab.
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Certificates Tab

This tabis only applicable to Orbit devices. The Certificates Tab lists the security certificates and
firmware certificates for the device, as well as their current status.

Perormance  System  Network Interfaces Centficates () CustomDat Alerts  AuditLog  Change Diary
Lest Ceruricate Renewal 08242024 12,0824 A Last Certificate Renewal Status £ conneciing ar aumentcaing wih device, check device canneciiviy and credentials
Last Centificate Update 08-24-2024 08:31:25 PM Current Certificate Status. Renewsl Failed
CA Corlificales ¢ Cartificats Effective Data & Certificats Expiry Date ¢

Gontains. o Fom E o F Fom F IR ®
MY-GA-GERT 06-18-2028 073200 P 05.18.2034 07.42.00 P
MY-CA-CERT_ENC 07-02.2024 04:45:20 PM OT-02-2026 08:45:20 PM
MY-CA-CERT_SGN 07-02-2024 04:45:20 PM O7-02-2026 04:45:20 PM
Gl Corlicates + Certcate Eflective Date + Gertfcaic Expiry Dale =

Gontsine. a  Fom En o Fom A ]
MY-CLIENT-CERT 00-23-2024 11:64:31 PM 06-30-2024 11:54:31 PM
Last Cartificats Update 08-24-2024 08:31-26 PM Last Cartificats Ratrisval Status Error connacting or authsnticating with devics, chack davios connectivity and eradantisls
Cartifcata dentty & Cersficata Hasn 3

Cantsins. Q. cansins Q
GEMDSFW 406125721 1act1318

Remotes/Subscribers Connected Tab

This tab is only applicable to Access Point/Master devices. The Remotes/Subscribers Connected
tab lists the authorized remotes that are connected to the access point or master, and the table
provides some summary information for those remote devices.

Performance  System Certificates (1} CustomData Alerts Auditlog Change Diary
Satua Devica Display Name ¢ A Address ¢ 1P Ackness ¢ Last RS (dBim} = Last EVM ¢
Equals.. v Contains.. Q  Contains.. Q  Containe, Q  mn max min max
2745205 00:06:3:08:60:98 10.41.082 2 o

Alerts Tab

The Alerts tab lists any active alerts for this device. The alerts that appear in the list depend on
the alert filters shown at the top of each column in the table.

Performance  System  Network Interfaces  Device Configuration Certificates Remotes/Subscribers Connected: (1)  Custom Data  Alerts  AuditLog  Change Diary

l:l Infor. Sev. Device Name % Time « Message % Acknowledged ¢  Cleared Cleared Time %
~ Contains. Q From ® To o Contains. Q Equals... False X v From B To =
i [} LNMS-Site1 11-04-2024 12:48:12 PM One or more security certificates used by 'LNMS-Site1’ have expired. x x

From the Alerts tab, acknowledge and clear alerts in the same way as using the Alert
History dialog box. Forinformation about acknowledging and clearing alerts, see Working with
Alert Details.
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For an overview of all device and host alerts, visit the Alerts Management Dashboard from the
main navigation menu. For more information about the Alerts Management Dashboard, see
Alerts Dashboard.

Audit Log Tab

The Audit Log tab provides a list of the changes that have been made within GE PulseNET for
this device. Each log entry shows the date and time an operation was performed, the name of
the GE PulseNET user who initiated the operation, the action that was performed and any
associated details.

Ferformance  System  Network Interfaces  Device Configuration  CustomData  Alerts  AucilLon  Change Diary

o F ® & commms Q a

11.04-2024 12-35:52 PM admin

11-04-2024 11:25:05 AM ‘admin ica 2683708

11-01-2024 02:10-08 PM admin

10-09-2024 11:58:07 AM gfritz. r davice 2603708

10-09-2024 11:30:37 AM mi

07-31-2024 03:36:12 PM admin for device 2693708

Syslog Tab

The Syslog tab provides a list of the event messages that have been sent by this device. Each
syslog entry shows the date and time the message was sent, the severity level of the
message, the facility code (i.e. the machine process that created the message), and the actual
message that was sent.

Performance  System  Network Interfaces  Device Configuration ~ Alerts ~ AuditLog ~ Syslog  Change Diary

Date ., Severity 2 Facility + Message 2
From 8 o = Equals Equals v logg Q x
11-04-2024 01:11:25 PM NOTICE USER loggingmgr: action login, service web, status success, src_ipvd 192.168.1.5, user_name admin,
11-04-2024 01:11:21 PM NOTICE USER loggingmgr: action logout, service web, src_ipv4 192.168.1.5, user_name admin

Change Diary Tab

The Change Diary tab provides a list of all new device property changes that have been made
within GE PulseNET for this device. Each diary entry shows the date and time the change was
made and any associated details.

Performance  System  Nstwork Interfaces  Device Configuration  CustomData  Alerts  Auditlog  Change Diary
Date Details = a
From ] ]

~ 11042024 12:39.55 PM
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Topology Viewer Icon

Access the Topology Viewer from a device list by clicking the i'l'i Topology Viewer icon in the
row for a particular device. For information about device lists, see Device Configuration Tab. It
is also possible to access the Topology Viewer from any Detail view by clicking the Topology
Viewer icon on the far right of the view. For information about Detail views, see Detail Views.
Navigate within the Topology Viewer in the same way as the Topology Explorer. For a
description of this navigation, see Topology Explorer Tab.

Additional features for the Orbit Platform

The GE MDS Orbit Platform is capable of housing more than one network interface, in addition
to the on-board Ethernet and bridge interfaces. PulseNET represents each of the additional
interfaces by displaying separate sub-tabs under the Performance and Configuration tabs.

Cellular/Dual-Cell/HPUE Interface

Performance information for the cellular interface can be viewed by clicking the Cell tab under
the Performance tab on an Orbit device. Cellular performance metrics include the SIM card state,
roaming state, modem state, and service state. It also displays graphs for cellular RSSI, RSRP,
RSRQ, and total bytes transferred.

System  Network Inferfaces  Device Configuration  Cortificates  Gustom Data  Alerts  AuditLog  Change Diary

@eaaR=S [CRCRER. K [CICRER. R,
SNR

(om0 110 200 oas0 1000 1o g0
poaan= coadfa=

] e

oz

Configuration information for the cellular interface can be viewed by clicking the Cell tab under
the Device Configuration tab on an Orbit device. Cellular configuration parameters include the
Access Point Name, software version, mobile directory number, SIM card ID, global cell ID,
physical cell ID, IMEI, IMSI, and tracking area code.
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Performance  System  Network Device Ci i CustomData  Alerts  AuditLog  Change Diary
Firmware Version (Image1 / Image2) DQ.E‘MZB.EM SSH User admin
Core Serial Number 2712428 GPS Heading o-
Production Config MXCT4GPNW51N1S3FDNUNN GPS Speed 0 mph
System GUID 00102200000000000200000000291A4C GPS Time
Last Device Backup Time - Last Device Backup Status
Cell  Wi-Fi
Access Point Name Mw01.VZWSTATIC
Software Version 1.0.0
Mobile Directory Number 6124996920 IMEI 359225051128627
SIM Card ID 89148000004545817929 Imsi 311480453765566
Cell Modem Type 4G XLTE NA
Cell Modem Package Version 1.0.3

Wireless Interface

Performance information for the wireless interface can be viewed by clicking the Wifi tab under
the Performance tab on an Orbit device. Wireless performance metrics include the transmit
power and a table listing each wifi client that is connected.

WIEL NxRadio

BeaI A=
Transmit Power

w
i

;
L)

:

i

ioea " o -

WiFiAcosss Peint SSID # Client MAC Address ¢ RSS (dBm} + InByles (B) ¢ Oul Bytes (B) In Packels ¢ Oul Pachets & Transmit Bil Rale (bs) & TX Failures ¢ Transmit Retries &

Contains... a Contains... Q min max. min max, min max. min max. min max. min max min max min max
GEMDS_2560646 9c:06:d0:b9:19:d3 44 0 o 0 0 o o [
GEMDS 2560646 SecGd:72:2a:41:d8 44 o o o 0 o [ o
GEMDS_2560646 4a:10:02:67:07:60 51 0 o 0 0 o o o

Configuration information for the wireless interface can be viewed by clicking the Wifi tab under
the Device Configuration tab on an Orbit device. Wireless configuration parameters include the
serial number, wireless channel and a list of parameters for each connected client.

WiF NaRadio

orial Numbar N722madnuGa2a5a

Ehannel &

ssins Clant MAT Acdrass ¢ Auhentcetec £ Wl Athaized Inactive +
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NX Interface
Performance information for the Orbit NX interface can be viewed by clicking the NxRa- dio tab
under the Performance tab on an Orbit device. NX performance metrics include the
administrative and operational status, the NIC initialization state, the link state, as well as
performance graphs for interface throughput and errors.

Configuration parameters for the Orbit NX interface include the current modem type and the
device mode (access point or remote).
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Parformance  System  Network Interfaces  Devico Configuration  RemotosiSubscribors Connectod: (1) CustomData  Alerts  AuditLog  Change Diary
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LN Interface

Performance information for the Orbit LN interface can be viewed by clicking the LnRa- dio tab
under the Performance tab on an Orbit device. LN performance metrics include active
modulation, previous modulation, power supply voltage, administrative and operational status,
LN initialization state, link status, as well as graphs for temperature, RSSI, EVM, data rate,

throughput and errors.

Performance  System Certificates Orbit Serial Ports  Custom Data  Alets  Auditlog  Change Diary
Cell  LnRadio
Activa Modulation oAM B4 Admin Status up LN nit Status COMPLETE
Last Modulation oPsKk Operator Status up LN Link Status. ASSOCIATED
el a= ®EANAS
Last R§SI Last EVM
210
e i o e
= ]
= 18
£
H i
0
w
w00 i 0 1190 1990 160 12600 1500
eean A= eoan A= eoamas
Last Rate Packets Transmitted Failures
w st -
18
s
H 3 . _._‘-'s_l \,,.l“'\_, e
¥ £
’ \
sz
00 i 1200 1300 100 T 1200 1300

Configuration information for the Orbit LN interface includes the device mode (access point or

remote), active channel, FEC setting, and the active TX and RX frequencies.
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MDPL (Master Dual Protected LN)

The MDPL has the characteristic of redundancy built into the single device chassis. To depict
this the two devices are called "siblings" and are displayed in the topology as shown with two
boxes and a connecting line between them. The online system will be depicted with a green
color.

While viewing one of the devices, switch to its sibling device by selecting "Sibling" from the
gear icon.

Alerts Dashboard

IPulseNET

Administration

Reports

Summary
Documentation

Host & Service Monitoring

This section describes the Alerts dashboard, which displays an overview of all device or host
alerts. Open the left-side Navigation panel and click on Alerts to see the Alerts Management
View.

MDS PUiSeNET = g
Il Alert
Administation
Deics Group Production > Last 5

Reparts
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In the Alerts Management View window, a table will appear (pictured above) with a complete
list of all device and host alerts on the network. In order to sort these alerts, click on the table
headers of each column. The alerts can be sorted according to severity, device name, time or
status.

Click the Acknowledge button to assign the alert to the current user. Click the Clear button to
clear the alert from the table.

To see more details about the individual alert, click on the alert line in the table to go to the
Alert Details dialog box. For more information about working with alerts, see the Working
with Alert Details section above.

Working with Reports

Reports are a convenient way to share data about the monitored environment with others in the
organization. A report can also provide a quick, high-level

perspective on the data. A report can be generated using one of the predefined report templates
included in GE PulseNET, or a custom report template can be created.

This section describes the Reports dashboard, which is the starting point for working with reports.
Use it for generating new reports, scheduling reports, deleting previous reports, and downloading
reports. Open the left-side Navigation panel and click on Reports to see the Report Management
view.

Managing Reports

Click Reports to get started. Once in the reports view there are four options: Reports, Report
Templates, Report Configuration, and Audit Logs.

)S,PyUlseNET
[ Administration > Report Management

Administration Miaw and menags raports

Grmis L‘V Reports \ ;_ Report Templates

Alerts - You have no upcoming scheduled report;

s - There are 38 report templates
- Most recent report health csv was generated at 08.21.2024 02:28:42 PM

Summary

E Report Configuration Lv‘j‘- Audit Logs

Documentation

- Modify report setlings - View il audit records
Host & Service Monitoring

Report Configuration - settings shown below.
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Installation Home : is the main path in which the folder that stores the reports is held, this is the
default path so if storing under \GE MDS\PulseNET the Report directory will be used.

Report Directory : is how the reports are stored. For example: if reports are stored on a local drive
outside of the PulseNET directory. Select the Radio button called “Folder outside installation
Home"” and update the Absolute path and set the folder. If using a network drive to store reports
select “Shared Folder”, then input the Username and Password that has access to the folder and
update the “Absolute Path”.

Folder Name : is only used when “Folder under installation Home” is set. This folder has to be
within the \GE_MDS\PulseNET directory.

Absolute Path : |s the path in which the report directory is stored. Example: When using “Folder
outside of installation Home” a possibility would be E: \PulseNET Reports. When using
“Shared Folder” possibility would be //<IP Address>/Shared/Reports (Note: this field
only displays when the report directory is set to “Shared Folder”)

Num of Copies To Retain : Is the number of reports that will be kept. Once that number is
reached PulseNET will start deleting reports.

Report Configuration

Installation Home
C:/GE_MDS/PulseNET

Report Directory »

© Folder under installation Home
Folder outside installation Home
Shared Folder

Folder Name

reports

Num Copies To Retain + Gps Precision *

— 5 + - 4 +

Cancel
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Running a Report

1. Click the play button to open the report setup display to enter information for the required
fields and any other optional fields as necessary.

Run Report

This T s requires

Cancel

2. Enterauniqgue Name for the report and select a Report Template from the list of available
reports.

Run Report

Narme »
Availability Report

Template «
aval ~
Availability For Monitored Access Points/Masters
Availability For Monitered Remotes/Repeaters
Availability For Monitored Backnaul Devices
Availability For Monitored LAN Devicas
Availability For Preduction Devices
Availability For Monitored Orbit Devices

Average Availability For Production Devices

Cancel

3. Select a report Format (PDF or CSV).
Format «

© PDF  Csv

4. Select the type of Content which will be used in the report either Summary or Detail. A
Summary content shows the latest values for metrics. The Detail content shows the raw
data for each metric as a graph (for pdf reports) and as csv data (for csv reports).

Content »
© Summary  Detail
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5. Enter optional email recipients for this report. (Note: for more than one email recipient use
commas to separate email addresses)

Email Recipients

bob@pulsenet.com,jim@pulsenet.com

6. Select the time range for the report. Click the Edit icon at the end of this field to select an
alternate time range from the dropdown list. (Note: if the edit icon is grayed out, go to
the report template for the selected template and enable the “Is Customizable”
checkbox for Time Range).

Time Range *

Last 4 Hours ~

7. In the Device Selector select the device group or device filter for which this report will
include data by clicking the Edit icon at the right of this field. It is also possible to click the
running man icon to view a list of the devices for which data will be included in this report.
(Note: if the edit icon is grayed out, go to the report template for the selected template
and enable the “Is Customizable” checkbox for Device Selector)

Device Selector »

Device Group v Production v > +

8. Click Save to save and execute this report.

9. After the report has run, it will appear in the report table and the user may download the
report or select an application to view the report. Click the Download icon to download a
copy of the report to the local machine. If this report will be run on a scheduled basis, click
the Calendar icon to set up the schedule frequency on which to run the report. Each report
will remain available for downloading in the reports table until it is manually deleted.

[ Administration > Report Management > Reports

Use this view to add, updale and delete reports

) You have no upcoming scheduled raports
» Run [ Schedule O Refresh

Most recent report Avallability Report was genarated at 11-04-2024 01:27-46 PM
Schedule Edit Run/Download ~ Delste  RunTime » Name = Template * Device Sele... ¢+ Device Sele... + DeviceSele... + Schedule Formal % Size (Bytes) +

B = ava Q x Contains Q Equals.. Contains. Q Contains Q Contains Q Equals... ™ Contains. Q

= & i 11-04-2024 0...  Availability R...  Average Avail... Device Group Production PDF 11881
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Running a Report at a Scheduled Time

1. Torun a Scheduled Report, go to Reports and click on the =Sl button. Once in

the view follow the instructions for “Running a Report” with the additional field called
“Schedule” to select how the report runs and how many copies PulseNET will retain of
this report.

Schedule «

Select an option... v + — retains 5 copies +

This is a required field.

Once a report has been scheduled, the icon will change = . Clicking it again at this
point will disable the schedule set for this report. Use this option if you want to retain
the report configuration, but no longer need the report to regularly generate.

Managing Report Templates - [Enterprise Only]

GE PulseNET is delivered with a number of predefined report templates, which may be copied,
edited, or deleted as needed. To copy an existing report template, click the clone icon in the first
columnin the Report Template view. To edit a template click the editicon in the second column,
and to delete a template click the delete icon in the third column.

[ Administration > Report Management > Report Templates

Use this view to add, update and delete report templates
[+ Add

Clone  Edit Delete  System & Name = Description + Device Selector Type + Device Selector Name &
Equals. v Contains Q o] Q x Equals. v Contains Q
B X Availability For Monitored Orbit Devices Availability For Monitored Orbit Devices Device Group Orbit
L] Copy Orbit Cellular Device Certificate Report incl Device Group Orbit

L]

N N § W

2 2@ o o

X
X Orbit Cellular Configuration Report Configuration Report for Cellular Orbit Devi...  Device Group Orbit

L]

Orbit Cellular Performance Report Performance Report for Cellular Orbit Devi. Device Group Orbit
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Adding a New Report Template

To add a new report template, click the Add button at the top of the report templates list. This
will open the Add Report Template display. Enter a unique report name and then create a
description for the new report.

Add Device Report Template

| Describe this report template

Time Rang

| Select Time Range v Is Customizable

Device Selector -

Device Name 3 IP Address &

Selecting the Time Range

Select the Time Range from one of the predefined ranges in the dropdown menu. If another
user needs to be able to run this report, and select their own time range at runtime, check the Is
Customizable checkbox.

Using the Device Selector

Enter the Device Selector, which specifies which devices will be included in this report. Choose
to use an existing device filter or device group by selecting from the first dropdown menu. Then
choose the name of the device filter or group from the second dropdown menu. To see which
devices will be included in the report, click the green runicon. If an existing device filter or group
which meets the need does not exist, click the green plus icon to add a new device filter or
group. If another user will be running the report with their own selected device filter or group at
runtime, check the Is Customizable checkbox.

Creating the Data Filter

Create a Data Filter, which will further narrow the list of devices included in the report. If another
user will be running the report and selecting their own data filter at runtime, check the Is
Customizable checkbox. In the Data Filter section, define a set of criteria which are used to
select the devices that appear on the report. Data filters provide a very robust and powerful set
of features that can be used to create complex search parameters. They are defined using
several types of operators: And, Or, Not, Compare.
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The Compare operator allows selection of devices that have a specific parameter that matches
a chosen value. For example, comparing to determine whether the IP address of a device starts
with “10.0.0".

Comparison operators include the following operators:

e Equals: The search string in the third field must exactly match the value of the chosen
parameter.

e Not Equals: The comparison will return a match if the parameter’s value contains anything
except the literal search string. Contains: The comparison will return a match if the search
string is contained anywhere within the parameter’s value.

e Starts With: The comparison will return a match if the parameter’s value begins with the literal
search string.

e Ends With: The comparison will return a match if the parameter’s value ends with the literal
search string.

Matches: Allows the use of regular expression wildcards to form the search string.
Is In: The comparison will return a match if the parameter’s value matches any of the items in a
comma separated list of values.

e The AND operator allows inclusion of devices which have all of the specific parameters and
matching values that are included in the filter.

e The OR operator allows inclusion of devices which have any of the specific parameters and
matching values that are included in the filter.

e The NOT operator allows exclusion of devices which have the specific parameters and matching
values in the filter.

Once an operation is chosen (And/Or/Not/Compare) a property must be specified (one that
exists on the device type selected in the Device Selector.) To reference which properties are
supported on the devices, click the green run icon in the Device Selector section to display the
list of devices that match the device filter or group. On that list, click any of the blue information
icons to see a detailed list of device properties. While defining the data filter, choose any listed
properties for the filter criteria.

At any time while defining the filter, click the green run icon to see the list of devices that match
the current filter settings.
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Adding Columns to the Report
EH Add/Remove Columns
Device Name 2 IP Address = &
A Q x Contains... Q

Main Bld. Cell 10.17.0.1
Orbit NX - AP 10.17.0.30
Lab-Orbit-1 63.43.208.251
AP-ESSD-1766 10.11.0.55
AA-L1C-RM 10.15.64.37

v

Now that the devices to be queried have been defined, design the output format by specifying
the columns which will appear on the final report. To select the columns, click Add/Remove
Columns at the top right side of the device list. Select columns for properties which exist on the
type of devices selected in the Device Selector. To see which columns are supported on the
devices, click the green run icon in the Device Selector section, and click any of the blue
information icons to see a detailed list of device properties. Choose any of the listed properties
as columns for the report.

Check the box on the items that will be included as columns for the report. By default the Device
Name and IP Address are pre-selected, but can be deselected as needed. At least one, and no
more than 15 columns must be selected for the report. When satisfied with the report, click
Save to store the new report template and make it available for use in GE PulseNET. By default
any report template created by any user will become available to all users.

For Orbit Cell, Wifi, LN, and NX interfaces values may not show up correctly when creating a

Add/R Col
report. If this happens go to the = emove Lolmns and click on the

Add Device Data Path
[% evice Data Path ~ .

GE VERNOVA



GE PulseNET 6.0 | 4 1

User Guide

Column Configuration

Column Title «

<path item>

Property *

Select the property for item

Cancel

Column Title — This is a unique field. For example, if we wanted to display the RSSI of an Orbit Cellular
device we would use. Cellular RSSI.

Next select the property path in most cases it will be Network Interfaces.
Property +

Network Interfaces v

Once that is selected it will prompt for a filter. Fill in the required fields.
Filter «

¥ Compare v Description v Equals v Cell

Use the "+" button to add the property to the path

Once the filter is complete click the + icon, and it will create another record in the tree.
Then select the property in which to display.
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Column Gonfiguration

Column Title *

Cellular RSS|

v networkinterfacesdescription = Cell] +

Property -

RSSI

15 VDC Power (4RF} ’
246G (FW)

3.3 VDC Power (4RF)

5.0 VDC Power (4RF)

56 (FW)

Access Point

W Access Point MAC Address

I3
8
]
o
g
z
g
3
I‘- = L

l hieved TX Power A

Once the property has been selected click save.

Column Configuration

Column Title «

Cellular RSS|

~ networklnterfacesldescription = Cell] +

Property »

Rrss| -

Caneel m

Once in the Nested Property Path view, in the property field dropdown, select Network Interfaces. In
the filter portion select “Compare”, then “Description/Own Msg”, then “Contains”, in the blank field you
will want to select what type of Orbit interface. For this example we will be using “Cell”. Other values
may include, Cell, LnRadio, NxRadio, Wi-Fi. Please note that these values are case sensitive.

Once done click “save” and “save the report template. Verify that the values are displayed.

Audit Logs - This view entails all details of users logging in and out, devices being authorized and
decommissioned, and application settings that change in PulseNET.
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Redundant Cluster Devices - [Enterprise Only]

In @ DLINK cRC (cold Redundant Cluster) only the active master is powered on, so the
information GE PulseNET collects for the active master is the information that GE PulseNET
displays for the cRC. For that reason, only the cRC itself must be monitored. Therefore, cRCs
are represented on the Summary dashboard (Summary view and Topology Explorer), and the
devices within cRCs are not. Similarly, cRCs are represented on the Topology Viewer and the
devices within them are not. To access the Detail View of a cRC, click the cRC in the Summary
dashboard or Topology Viewer. To access the detail view of a device within the cRC, on the
detail view for the cRC, on the Devices tab, click the device.

‘9 1050

—
5 RC2 o=
) 1049

> =

In a DLINK hRC (hot Redundant Cluster,) each member remains powered on and GE PulseNET
is able to communicate with both devices. Therefore, the masters are represented on the
Summary dashboard, but the hRC is not. However, on the Topology View the hRC is shown
with its downstream devices, but the masters are not. To access the detail view of a device in
an hRC, click the device while in either the Summary dashboard or the Topology Viewer. To
access the detail view of an hRC, drill into the detail view of one of the masters and click the

hRC icon.
1222
- — =
S5 Hot RC1
l.ﬁ —
G (1221
> =

The Orbit MDPL has redundancy built into the single device chassis. To depict this the
two devices are called "siblings" and are displayed in the topology with two boxes and a
connecting line between them. The online system is colored green.

(L) MDPL-SYS2
*g  MDPL-5YS1
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Appendix A

LN/NX Polled Parameters List

By default, the PulseNET Collection Schedule named Orbit Ln/Nx Remote Collection uses AP
polling with limited collections. If polling with Orbit Ln/Nx AP Collection, PulseNET will collect all
of the MIB values.

Values collected from both LN/NX Remotes running the Collection Schedule Named: Default SNMP
Collection

System Uptime (Performance)

System Temperature (Performance)

System MPR Heatsink Temperature 1 (Performance)
System MPR Heatsink Temperature 2 (Performance)
System MPR Relay Switch Position (Performance)
System MPR Power Supply Voltage 1 (Performance)
System MPR Power Supply Voltage2 (Performance)
System Power Supply Voltage (Performance)

Interface Index (Configuration)

Interface Description (Configuration)
Interface Name (Configuration)

Interface Speed (Configuration)

Interface Physical Address (Configuration)
Interface Admin Status (Configuration)
Interface Operational Status (Performance)
Interface In Octets (Performance)

Interface Out Octets (Performance)

Interface In Unicast Packets (Performance)
Interface Out Unicast Packets (Performance)
Interface In N Unicast Packets (Performance)
Interface Out N Unicast Packets (Performance)
Interface In Discards (Performance)

Interface Out Discards (Performance)
Interface In Errors (Performance)

Interface Out Errors (Performance)
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Values collected from NX Remotes using the Collection Schedule: Default SNMP Collection
NX Link Status (Performance)
NX Init Status (Performance)
NX Alarms (Performance)
NX Temperature (Performance)
NX AP Info Connected Time (Performance)
NX AP Info Average RSSI (Performance)
NX AP Info Average LQI (Performance)
NX Current Device Mode (Performance)

Values collected from LN Remotes when using the Collection Schedule: Default SNMP Collection
LN Link Status (Performance)
LN Init Status (Performance)
LN Current Device Mode (Performance)
LN Alarms (Performance)
LN Temperature (Performance)
LN AP Info Connected Time (Performance)
LN AP Info RSSI (Performance)
LN AP Info Error Vector Magnitude (Performance)
LN AP Info Mod (Performance)
LN Modem Stats TX Success (Performance)
LN Modem Stats TX Error (Performance)
LN Modem Stats RX Success (Performance)
LN Modem Stats RX Error (Performance)
LN Active Modulation (Performance)
LN Last RSSI (Performance)
LN Last Error Vector Magnitude (Performance)
LN Last Mod (Performance)
LN Last Rate (Performance)

When using AP polling with a limited collection, only specific MIB OIDs are polled from the AP.
**Note when a configuration poll runs, all values are collected directly from the device regardless of AP
or Remote.**

Values collected from the AP for NX Remotes using the Collection Schedule: Orbit LN/NX AP
Collection

NX Status Connected Remote Link Status (Performance)
NX Status Connected Remote Average RSSI (Performance)

Values collected from the AP for LN Remotes using the Collection Schedule: Orbit LN/NX AP
Collection
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LN Status Connected Remote Link Status (Performance)

LN Status Connected Remote RSSI (Performance)

LN Status Connected Remote Error Vector Magnitude (Performance)
LN Status Connected Remote Stats TX Error (Performance)

LN Status Connected Remote Stats RX Error (Performance)

LN Status Connected Remote Stats Alarmed (Performance)

LN Status Connected Remote Stats Temperature (Performance)

Values collected for Cellular Devices using the Collection Schedule: Orbit Cellular Collection
**Note when a configuration poll runs, all values are collected from the device.**

Cell Sim State (Performance)

Cell Modem State (Performance)
Cell Roaming State (Performance)
Cell Service State (Performance)
Cell RSSI (Performance)

Cell RSRP (Performance)

Cell RSRQ (Performance)

Cell SNR (Performance)

Cell EMM State (Performance)
Cell RRC State (Performance)

LW Serial Number

LW Firmware Revision

LW Hardware Id

LW Current Device Mode

LW Link Status

LW Init Status

LW Current Device Mode

LW Temperature

LW Ap Info Connected Time
LW Ap Info Rssi

LW Ap Info Snr

LW Ap Info Mod

LW Mac Stats Tx Queue Full
LW Mac Stats Tx Retry

LW Modem Stats Tx Error

LW Modem Stats Rx Error

LW Status Conn Rem Address
LW Status Conn Rem Ip Address
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LW Status Conn Rem Link Status
LW Status Conn Rem Rssi

LW Status Conn Rem Snr

LW Status Conn Rem Mod

LW Status Conn Rem Stats Tx Error
LW Status Conn Rem Stats Rx Error
LW Status Conn Rem Stats Temp
LW Init Status

LW Current DeviceMode

LW Ap Info Connected Time

LW Mac Stats Tx Queue Full

LW Mac Stats Tx Retry
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Appendix B
Regular Expression Wildcard Details
Matching Characters
Wildcard Matches
X The character x
A\ The backslash character
\On The character with octal value On (0 <= n <= 7)
\Onn The character with octal value Onn (0 <= n <= 7)
\xhh The character with hexadecimal value Oxhh
\t The tab character ('\u00097)
\n The newline (line feed) character (‘\uOOOA’)
\r The carriage-return character (‘\u000D’)
\f The form-feed character (*\u000C’)
\a The alert (bell) character (*\u0007")
\e The escape character (‘*\u001B’)
\cx The control character corresponding to x
Logical operators
Wildcard Matches
XY X followed by Y
X|Y Either X or Y
Matching with Character Classes
Wildcard Matches
[abc] a, b, or ¢ (simple class)
[Mabc] Any character except a, b, or ¢ (negation)
l[a—-zA-7] a through z or A through 7, inclusive (range)
[a-d[m-p]] a through d, or m through p: [a-dm-p] (union)
[a-z&& [def]] d, e, or f (intersection)
[a—z&&["bc] ] a through z, except for b and c: [ad-z] (subtract
[a-z&&["m-p]] |a@ through z, and not m through p: [a-1g-
z] (subtraction)
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Matching with Predefined Character Classes
Wildcard Matches
. Any single character
\d A single digit: [0-9]
\D A single non-digit: [70-9]
\s A single whitespace character: [ \t\n\xO0B\f\r]
\S A single non-whitespace character: ["\s]
\w A single word character: [a-zA-7Z 0-9]
\W A single non-word character: ["\w]

Matching with POSIX character classes (US-ASCII only)

Wildcard Matches

\p{Lower} A single lower-case alphabetic character: [a-z]
\p{Upper} An single upper-case alphabetic character:[A-7]
\p{ASCII} A1l ASCII:[\x00-\x7F]

\p{Alpha} An alphabetic character: [\p{Lower}\p{Upper}]
\p{Digit} A single decimal digit: [0-9]

\p{Alnum} An alphanumeric character: [\p{Alphal}\p{Digit}]
\p{Punct} Punctuation: One of !"#$%&’ () *+,-./:;<=>2Q@[\]" " {|}~
\p{Graph} A single visible character: [\p{Alnum}\p{Punct}]
\p{Print} A single printable character: [\p{Graph}\x20]
\p{Blank} A single space or a tab: [ \t]

\p{Cntrl} A single control character: [\x00-\x1F\x7F]
\p{XDigit} A single hexadecimal digit: [0-9a-fA-F]
\p{Space} A single whitespace character: [ \t\n\x0B\f\r]
Boundary Matches

Wildcard Matches

A The beginning of a line

S The end of a line

\b A word boundary

\B A non-word boundary

\A The beginning of the input

\G The end of the previous match

\Z The end of the input but for the final terminator, if any
\z The end of the input
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Wildcard Matches

X 7? X, zero or once

X * X, zero or more times

X+ X, one or more times

X{n} X, exactly n times

X{n, } X, at least n times

X{n,m} X, at least n but not more than m times

Reluctant quantifiers

Wildcard Matches

X 7?7 X, zero or once

X*7? X, zero or more times

X+7? X, one or more times

X{n}? X, exactly n times

X{n, }? X, at least n times

X{n,m}? X, at least n but not more than m times

Possessive quantifiers

Wildcard Matches

X7+ X, zero Oor once

X *+ X, zero or more times

X++ X, one or more times

X{n}+ X, exactly n times

X{n, }+ X, at least n times

X{n,m}+ X, at least n but not more than m times
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About GE MDS

Over two decades ago GE MDS began building radios for
business-critical applications. Since then we have installed
millions of radios in countries across the globe. We
overcame impassable terrain, brutal operating conditions,
and complex network configurations to succeed. We also
became experts in wireless communication standards and
applications worldwide. The result of our efforts is that to-
day thousands of organizations around the world rely on
GE MDS wireless networks to manage their critical assets.

The majority of GE MDS radios deployed since 1985 are
still installed and performing within our customers'
wireless networks. That's because we design and
manufacture our products in-house, according to ISO
9001, which allows us to meet stringent global quality
standards. Thanks to our durable products and
comprehensive solutions, GE MDS is the wireless leader
in industrial automation—including oil and gas production
and transportation, water/wastewater treatment, supply,
and transportation, electric transmission and distribution,
and many other applications. GE MDS is also at the
forefront of wireless communications for private and
publicinfrastructure and online transaction processing. As
your wireless needs change, you can continue to expect
more from GE MDS. We'll always put the performance of
your network above all.

GE MDS ISO 9001 Registration
GE MDS adheres to the internationally-accepted ISO 9001
quality system standard.

To GE Customers

We appreciate your patronage. You are our business. We
promise to serve and anticipate your needs. We will strive
to give you solutions that are cost effective, innovative,
reliable and of the highest quality possible. We promise
to engage in a relationship that is forthright and ethical,
one that builds confidence and trust. Data sheets,
frequently asked questions, application notes, firmware
upgrades and other updated information is available on
the GE MDS Web site.
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Manual Revision and Accuracy

This manual was prepared to cover a specific version of our
product. Accordingly, some screens and features may differ
from the actual version you are using. While every reasonable
effort has been made to ensure the accuracy of this guide,
product improvements may also result in minor differences
between the manual and the product shipped to you. If you
have additional questions or need an exact specification for a
product, please contact our Customer Service Team using the
information below. In addition, manual updates can often be
found on the GE MDS Web site.

About End 2 End Technologies

End 2 End (E2E) Technologies offers a unique combination of
wireless communications and information technology
expertise. We improve efficiency, reduce risk and lower the
cost of industrial field operations via modernization and
management of our customer’s wireless communications
networks. From initial planning through lifecycle support we
assist your team in adopting a wireless solution that keeps
communication costs low while maximizing network reliability
and performance. For
www.e2etechinc.com.
— —
—1—1 —

TECHNQLOGIES

more information visit us at

Customer Support

If you have problems, comments, or questions
pertaining to the GE PulseNET application, please
contact GE MDS via one of the methods below:

Phone: 585-241-5510
Email: gemds.techsupport@ge.com
Fax: 585-242-8369

License Credits

GE PulseNET contains several third party components.
Please refer to the complete list of these components at
www.e2etechinc.com/index.php/about/legal.



http://www.e2etechinc.com/
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